FACCT

| | | ,i .
| |
\ | ‘ ‘ | |
| I MU
| | | | : I
OB30P NMPOOYKTA

DIGITAL RISK
PROTECTION

BboiaBrnieHne n yctpaHeHmne LndppoBbIX
PNCKOB Ha OCHOBE NCKYCCTBEHHOTIO
NHTennekTa

NHHHAL

FACCT.RU




F.A.C.C.T. Digital Risk Protection — 3T0 kKOMNnekcHoe

pelweHne ans 3awnTbl LMPPOBOro NpUCyTCTBUSA
KoMmnaHun B cetn NNHTepHeT. Al-nnatdopma aBToMa-
TNYEeCKOro ynpasneHuns LndppoBbIM pPpUCKaMWN.

BbigsBneHmne HenpaBoMeEpPHOro Knaccudunkaumsa n oueHka CopTunpoBka HapyLeHWn
NCNOMb30BaHNSA LNPPOBbIX KPUTUYHOCTN OBHapPY>XEHHbIX no NPUOPUTETY U MPUMEHEHMNIO
aKTVBOB HapyLeHnn TaKTUK NX yCTpaHeHUS

ABTOMaATN4YE€CKNN MOHNTOPUHI

3a rpeanejiamm Balllero cetTeBoro

nepumeTpa
[ ) [ ) [
BEB-CTPAHNLbI m [ OBJIAYHbIE [ AJOCKW/
N ®OPYMbI I L XPAHUALLA I OBBABJIEHNIA
[ | : [ : o [ | )
i i
° N ° u
MOBWJ1bHbIE .
‘ PUIONKEH S } > B/ISBHEC ] - r MAPKETMJIEACHI ]
] | ] u
A |
| ] [ : | [ : (
L PEKJTAMA J. L MECCEHAO>KEPbI |. [ | COLICETW/ —l
([ [ | [ | J l [
B OduvumnanbHbIl pecypc ® Pecypc c HapyleHnem
BbisiBneHne HapyweHnin Ha paHHUX cTagnsax
C NOMOLWbIO aNropnTMoB MallMMHHOI o 06yqu|/|;|
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O6Hapy>XeHne MOLEHHMN- [MTocTossHHOE oboraweHmne Vicmnonb3oBaHue rpadoBoro
YEeCKUX pecypcoB 40 TOro, anropuTMOB OETEKTMPOBAHUS aHanusa ons obHapy>XXeHus
Kak Tyga npuenekyT Tpaduk Yrpo3 peneBaHTbIMV SaHHbIMUN W NKBMAaLnm Bcem nHopa-
ONsl pas3HbliX oTpacnen CTPYKTYpPbl 3/10yMbILUNEHHNKA
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Kak paboTtaeT Digital
Risk Protection

3awmTa oT HEMPaBOMEPHOI O
ncnonb-3oBaHnNsa 6peHaa B
cetn NIHTepHeT

OBHAPY>XEHWE YTEYEK
OAHHDbIX

MOHUTOPWUHF yTeyek KOHDNOEH-

unanbHom nHdopmMaLmy n Kkoga

FACCT.RU

3alinTa oT HeneranbHOM
npoga>v ToBapoB 1 yCnyr
B ceTn VIHTepHeT

VIP PROTECTION

3awunTta nepBbliX NUL, KOMMOaHNW
OT NognesibHbIX aKKayHTOB
B CcoLcCeTaAX N MecCeHaXepax

LA 1 LIAT 2 LA 3
MOHUTOPWUHI — OBHAPYXEHWE — PEAIr'MPOBAHIWE
LNOPOBbIX HAPYLUEHII
AKTV'BOB 85% BbIABNEHHbIX HAPYLUEHWIA
o OULNHF yCcTpaHsieTcs B gocynebHom
e Basbl LOMEHHbIX UMEH * MoweHHun4yecTBo LSlEbi S
+ Basbl PULLNHIOBbIX 1 * HenpaesomepHoe
MOLLEHHNYECKNX PECYPCOB 1ICMONb30BaHVE TOBAPHOIro
e [lonckoBble cUCTEMbI U sHaka
KOHTEKCTHas peknama * KoHTpadakT
« CoLceTU 1 MecceHaXepbl ¢ MNupatcTBo
+ Mo6unbHbIe MPUNOXEHNS * HecobntoaeHne napTHepcKom
e ToproBbie nnowankmn n ST
nnatopmbl 06bABNEHNN * YTeuku paHHbIX
e [y6nnyHble maccoBble 6a3bl * HenpaBomepHoe
AaHHbIX 1 peno3nTopun koga ncnonb3oBaHMeE NINYHOCTU
» Dark/Deep web
Moaynn DRP
[NMnatdpopma DRP nokpbiBaeT WNPOKINA
anara3oH BO3MOXHbIX CUeHapueB
MCNMoJib30BaHNA C MOMOLLUBKO MATN Mo,u,yne|7|,
opmMeHTmnpoBaHHbIX Ha KJ1TrO4YEeBbIE ob6nacTtum
3alWnTbl OT LNPPOBbLIX PUCKOB
AHTAMOLUEHHNYECTBO AHTUNKOHTPA®DOAKT AHTUNMNPATCTBO

3alinTa oT HeneranbHOro
pacnpocTpaHeHus
LUNdPOBOro KOHTEHTA



NMpenmyuwecTBa

MexayHapogHas
KoOMaHOa aHaIMTUKOB

CneunannsnpoBaHHas KomaHaa
TEXHNYECKUX U FOPUANYECKINX
creunancToB NOMOraeT yCTpaHUTb
HapyLeHNs No BCeEMY MUPY

Mnatdopma DRP

HocTtyn yepes3 Beb6-uHTEPDENC

K NHOOPMAaLVNOHHBIM MaHeNaM 1N oTYeTaM,
KOTOpble AatoT MOHOE 1 Npo3pavyHoe
npencTaBneHne o npoLeccax obHapy-
XEHUS N YCTPaHEeHUs HapyLeHnn

VIHHOBaLU MW

MckyccTBEeHHbIN
NHTeNNeKT

YHunKanbHaa HempoHHas ceTb, paspabo-
TaHHas Ha OCHOBE MepefoBbIX 3aNaTeHTo-
BaHHbIX METO[0B O6HapyXeHUs, cnocobHa
BbIBNSATb 0,0 90% HapyLweHunin

NpadoBbin aHanns

CeTeBOIN aHann3 NOMoOraeT BbiSBUTb
NHPPaCTPYKTYpy KnbepnpecTynHNKOB
1 HaTV QOMNONHUTENbHbIE MeTOoAbl 4N
YCMEeLWHOro ycTpaHeHs HapyLeH i

exegHeBHO

7{0]
85%

nopsagke

FACCT.RU

HapylweHuninm yctpaHatoTcs

BbisiBNEeHHbIX HapyLUEeHWA
YCTpaHATCA B AocyaebHOM

KnuneHTtcknin cepsuc

MepcoHanbHbIN MeHepXxep NHopmmnpyeT
06 06Hapy>XEeHHbIX HaPYLEeHNAX 1 pnUCKax,
a Tak>Xe crnocobcTByeT X 9dPEeKTUBHOMY
yCTpaHeHuto

Mnatdopma gnsa
6nsHeca N aHaAIUTUKOB

Bo3MOXHOCTb BUAETb OCHOBHbIE
rnokasartesin, cornacoBbiBaTb yBegomneHuMsa
O HapyweHnax n nony4aTtb CTaTUCTUKY B
pexnmve peasbHOro spemMeHmn

PasBeppaHHblIe
Mo MOLWEHHNYeCTBY

PeBOntOLMOHHbBIN NOAXOA K paccneno-
BaHUIO, N3YYEHUIO N MPOrHO3UPOBAHUIO
NnoBeLEeHNS MOLWEHHNKOB, pa3paboTka
VHCTPYMEHTOB A5 YYyYLLUEHNSA BO3MOX-
HOCTEWN OB6Hapy>XeHNs N NpecevyeHns
NEeVCTBUA MOLLEHHNKOB

ABToaTtpunbyuus

Anroputmuyeckas Koppensaums
CBSI3aHHbIX PeCYypPCOB 1 06BHEKTOB
ONa aTpubyunm n ycTpaHeHus rpynn
MOLLUEHHUNKOB A1 NpeaoTBpaLleHuns
nanbHeNMWen ackanaumm ataku

70+

450+

YHuKanbHbIA noaxon
K pearnposaHunto

CovyeTaHne aBTOMaTN3NPOBAHHOW CUCTEMbI
pearnpoBaHVsa N Pa3BUTON MapPTHEPCKOW
CeTV NO3BONAET YCTPaHATb 6ONbLUNHCTBO
HapyLleHnn B pocyaebHoM nopsiake

3awwnTa 24/7/365

ABTOMAaTN3NPOBAHHbII MOHUTOPUHI
LNDPOBbLIX aKTNBOB, KPYrTOCYyTOYHas
Kknaccunoukaumns n pearmnpoBaHme

Ha HapyLlleHuns

CKOpI/IHFOBaﬂ Mopgernb

3anaTteHTOBaHHas TEXHONOrUs
onpepeneHns CTeNeHN HapyLLeHN R

01151 BICTPOro N TOYHOro pacrnpeneneHus
NPUOPUTETOB pearnpoBaHus

Okocucrtema F.A.C.C.T.

Okocuctema npoayktos F.A.C.C.T.
obecnevymBaeT KOMMNIEKCHYo 3awmnty NT-
MHPpPaCTPYKTYpPbl KOMAAHUN HA OCHOBE
YHUKanbHbIX AaHHbIX KnbeppasBenku,
rny6okoro aHanmsa atak n apdeKTNBHOro
pearmpoBaHUs Ha UHLWOEHTHI.

TexHn4Yeckmnx cneumanncToB
N OPpUCTOB B KOMaHOe

BpeHpoB no Bcemy mupy
sawmweHbl F.A.C.C.T.



OnmncaHne
KomMnaHunn

1 300+

YyCrMEeLHbIX CCNenoBaHni
Mo BCEMY MUPY

N21

MepBbI/ MOCTaBLLUK YCYTri
Incident Response B Poccumn

TexHonornn
N NHHoOBaLU WM

MopTtdonno ycnyr

F.A.C.C.T. — oauH n3 BegyLmx MnpoBbIX
pas3paboTUMKOB peLleHnn onga obHapy>XXeHns

N NpenoTBpaleHns kmbepartak, BbiIaBNEHNA
MOLLUEHHNYEeCTBa U 3aLlTbl UHTENNEKTYanbHON
COO6CTBEHHOCTW B CETW.

950+

enterprise—KnmeHTOB

20 mnpp, +

COXPaHAKT Hall TEXHOOrnn
B 604 XeTe KJIMEHTOB €XerogHo

Knéep6esonacHocTb

* Threat Intelligence

* YnpasneHne NoBepXHOCTbIO
aTaku

* 3awuTa 3N1eKTPOHHON MoYTbl

* AHanums ceteBoro Tpaduika

* [etoHauunsa BMO

* 3awmTa KOHEeYHbIX
ctaHumn (EDR)

« XDR

AyAnT n KOHCanNTUMHr

O6yvatowme nporpammbl

PearnpoBaHune Ha MUHUMAEHTbI
n unppoBas KpUMMHaANNCTUKA

Managed Services

NccnepoBaHme BbICOKOTEXHO-
JNTIOFNYHbIX npeCTynneHmﬁ

MpepoTBpalwaem n nccrnepyem
knéepnpectynneHus ¢ 2003 roga

BOPbBA C KWBEPTIPECTYIHOCTbIO

120+

naTeHTOB N 3aABOK

MpoTuBopeiicTBNE
MOLIEHHNYEeCTBY

* [poTnBopencTeme

MOLLEHHMYeCTBY client-side

¢ ApanTtunBHas ayTeHTUpuKaums
* 3awwuTa oT 60TOB
* BbifiBNeHve nnaTexHoro

MOLLEeHHMNYeCTBa

¢ [loBepeH4Yeckunii aHann3

*  AHanus salmLLEeHHOCTI
e TecTupoBaHue

Ha NMPpOHWKHOBEHNEe

¢ Red Teaming
* OueHka coOTBETCTBUSA

N KOHCanTuHr

* [1ns TeXHNYeCcKnx CneLmanmncToB
e [ns wnpokown ayantopumn

© PearmpOBaHme Ha MHUNOEHTbI
© PearmpoaaHme Ha MHUNOEHTbI

no nognumcke

* Managed Detection
* Managed Threat Hunting

¢ ViccneposaHne

KnbepnpecTynneHni

FACCT.RU

20 net

NPaKTUKN U YHUKaIbHOWM
9KCMepTU3bl Ha pbiHke PO

3awuTa 6peHpa

¢ AHTUOULWINHF

¢ AHTMNUpaTCTBO

¢ AHTMMOLLEHHNYECTBO

¢ AHTUKOHTpadakT

* BbiaBneHne yTeyek gaHHbIX
* 3Bawwurta VIP-nepcoH

* BbisBneHve cnepos
KOoMMpomeTaLmm

» [MpoBepka rotoBHOCTM
K pearvpoBaHuto
Ha VHLMAEHTbI

MacTep-knaccbl pnsi oeTen

¢ Undposas kpummHannctmnka
« eDiscovery

¢ Managed Response

+7 495 984 33 64



