OB3O0P NMPOAYKTA

FRAUD
PROTECTION

[MpepoTBpalleHne OHNanH-MoLWeHHNYecTBa
B peasZibHOM BPEMEHU N BO BCEX LLNDPOBbIX
KaHanax

FACCT.RU




B 6opbb6e ¢ undppoBbIM MOLLEHHNYECTBOM

sawmwaem 300 mmnnnoHOB Nonb3oBaTenen

BE6 N MOONbHbIX NPUNNOXKEHWIA

= 22 W
MoweHHn4YecTBO ATakum ¢ ncnonb3o- BpenoHocHas

C 6aHKOBCKVMM BaHMEM CoLManbHON 60T-aKTUBHOCTb
KapTtamu VIHXeHepumn

&= A

ATakun Ha NrOpPHbIN
n ByKMeKepCcKunin
cekTopa

SawmTa Beb6-KaHaNoB

e O6es3nnYeHHbIN
noeeneH4Yecknin aHanmsa
aKTUBHOCTY Mbl/Tpeknana/
KnaBuaTypbl Nonb3oBaTens

» BbisBneHne BpegoHOCHOro
MO, 60T-aKTUBHOCTW 1
TPOSIHOB YAaNeHHOro 4ocTyna

+ TexHu4Yeckme xapakTepucTiu K‘
yCcTponcTBa - »

e Hactpowku gucnnes

e Hactpoiiku 6paysepa

KomaHpa aKcnepToB

LoeepbTe cBow kevic komaHge F.A.C.C.T. no
paccnenoBaHVisiM BbICOKOTEXHOMOTMNYHbIX
npecTynneHnin

MpoakTnBHbIN
aHanuns yrpos

WHTerpauus c F.A.C.C.T. Threat Intelligence
No3BOJAET NOMYYNTb CeayoLLe AaHHble:

BnoknpoBaHue
«NNoxXmx» 60ToB

Preventive Proxy 3awuuaetr MobunbHble
11 BE6-MPUSIOXEHMS OT pasdHbiX BUAOB 60T-
aKTUBHOCTW, BKJIFOYAS:

FACCT.RU

MoLleHHn4YyecTBO
C 1ICMOo/b30BaHMEM
BpenoHocHoro MO

$

OTmbIiBaHME
J,0X000B

MolueHHn4yecTBO
B OHJTaH-TOProBne

©

[MnaTexHoe
MOLLUEHHNYEeCTBO

SawmTta MOOMNbHbIX KaHa10B

yoaneHHoOro gocrtyna

e MOHUTOPUHI TEXHNYECKNX
XapakTepPUCTUK YCTPONCTB

MponpuneTapHblie TexHonornm
BbIIBNIeHNSA KnbepnpecTtynneHuin

CoTpyAHNYECTBO C MeXAYHapOaHbIMN
nMpaBoOXpaHNTENbHbBIMU
opraHusaumsmm

HaHHble knbeppassenku no IP-agpecam:
TOR, npoKkcu-cepBepa, XOCTUHIM-CEPBUCHI

OuUWnHroBble n BpenoOHOCHbIe OOMEHDbI

Tunn4Hoe nosengeHme n curHatypbl
BpenoHocHoro MO

ATakun Ha MobunbHbIN API
HenerntnmHoe ncnonb3osaHumne API
Cuncrtembl aBTOMaTU3aLUN

cnonb3oBaHue YKpaaeHHbIX gaHHbIX

* MOHUTOPVIHF HACTPOEK OMepaLIOHHbIX
cuctem Android n iOS

* MoHUTOPWHI ceHcopoB
Ha YCTPOMCTBaxX N XapakTepucTmk
orneparopa MObubHOW CBA3N

D + BbissBneHue BIMO, 60TOB 1 TPOSHOB 7 ._-. |
' Hlm
| ] J

* O6e3nnYeHHbIt MOHUTOPUHF
rnoBefeHNs nonb3osarenen

Wil

BcecTtopoHHee 3HaHMe
MOLUEHHWYECKMX CXeM

VIHavBUAYyanbHbIV MOAX0on, K KNeHTam
1 MpUBMeYeHne cneunann3npoBaHHbIX
MPOEKTHbIX KOMaHL,

CKOMI'IpOMeTVI poBaHHbIE
nonb3oBaTebCke akKkayHTbl

CKOMI'IpOMeTI/I poBaHHbIEe
6aHKOBCKME KapThbl

DDoS-atakum Ha ypOBHE NPUIOXEHUIA
Kpaxa cookie-darnnos

CkpanuHr

BpyTtdopc

Wy



Knro4dyeBble TexHOnornm

>

NMepekpecTHbIN
aHan3 KJIneHToB
ToyHasa noeHTudrKaumsa noseaeHus

nosib3oBaTesnel n yCTPONCTB Mo BCEMY
MVIPY OIS BCEX KaHasioB

MawmnHHoe oby4yeHune

HenpeB3ongeHHoe coyeTaHne
KOHTPONMPYEMOr0o, HEKOHTPOVPYEMOTO
1 rny60KOoro MallvHHOro oby4yeHuns ons
BOCCTaHOBJ/IEHUSA MOSIHOMO KOHTEKCTa
Nob30BaTENbCKOW CECCUU

-
MpadoBbIn
aHanuns ceqa3en

KomnnekcHbIn rpadoBbIi aHanns
CBs3el Mexay nonb3oBaTensamm
1 yCTponcTeamu

MNMoBepeH4Yeckum
aHanuns

BbisiBneHve HETUNMMYHOro NOBEeAEeH s
rnonb3oBaTenei u yCTPOWCTB, MpenoT-
BpalleHne ¢ppoaa,CHMKEHNE N30eP>XKEK
Ha gon. aTanbl ayTeHTUdrKaLnm

)

3auwumTa oT 60TOB
c Preventive Proxy

MpoakTBHOE BbIIBNEHNE
n 6nokmpoBaHve 60TOB 1 NX
BPEeLOHOCHOI aKTUBHOCTI

&

BbiasBneHmne MoLleH-
HNYEeCKNX 3BOHKOB

BbisBNeHne MolueHHNYeCKNX 3BOHKOB
Ha MOBWbHbIX YCTPOMCTBaxX

1 NpepoTBpaLleHne MOLLEHHNYECKIX
TpaH3akuuni

Bbiroga nna 6mnsHeca

YBennyeHune

Konn4yecTBa npenoT-

BpaLWeHHbIX Yrpos

CHuXXeHune onepa-
LLMOHHbIX 3aTpaT

OnTuMmMsaumsa onbiTa
nonb3oBaTenen

Bbicokunii nokasartenb
ROI n 6bicTpbIN
BO3BpaT MHBECTULNIA

B xopne oByxdakTopHOM
ayTeHTndMKaLnUm Ha
30% pexe BO3HMKaET
HeobXxo[MOCTb BBOAUTb
O HOPa30BbI Naponb*

CHWXeHVe konuyecTsa
NOXKHOMONOXNTENbHbBIX
cpabartbiBaHU Ha

20% no cpaBHeHUIO

C KOHKYPVIPYHOLLMWN

MoweHHn4yecTBO C
6aHKOBCKMMU KapTamm

3a nonropga ROl cocTtaBun
130% no cpaBHEHMIO C
YPOBHEM Nuaepa pbiHka*

peleHnammn*
KaquTBeHHble Hdonrocpo4Has [ns 6nsHeca 6opbba C MOLLEHHNYECTBOM — 3TO MyTb K
NOSINIbBHOCTb K/IMEHTOB YCTaHOBNEHWIO ANNTENbHbIX A0BEPUTENbHbIX OTHOLLEHNIA
pe3ynbraTtbl C KMeHTamu

O6ecnevyeHune 6ecnpenaTCTBEHHOIrO NOMb30BATENIbCKOro
OnbiTa BO BCEX KaHaax 3a CHeT ynpoLweHna npoLlecca
npoOBEPKN 6e3onacHoCTU

Ypo6cTtBO
B NCMONIb30OBaHUMN

* [aHHble n3 ot4yeTa Total Economic
Impact™: cokpalleHve nsgepxek brnsHeca
Ha 3aluMTy OT PUCKOB NMpu Nepexoae ot
ctaporo aHTudpopa-peweHus k F.A.C.C.T.
Digital Fraud Protection

OTy4eTt Forrester Solution Cost Savings And
Business Benefits («<9koHoMus 3aTpat u
rnpevmyLecTBa onsa 6usHeca, nony4yaembie
3a CYET BHeOpeHsa peLleHns»)

FACCT.RU <)



OnmncaHne
KomMnaHunn

1 300+

YCMeLHbIX NCCenoBaHnii
no Bcemy MUpy

N21

MepBbI MOCTaBLLUK YCYTW
Incident Response B Poccun

TexHonornn
N NHHoOBaLU WM

MopTtdonno ycnyr

F.A.C.C.T. — oauH n3 BegyLmx MnpoBbIX
pas3paboTUMKOB peLleHnn onga obHapy>XXeHns

N NpenoTBpaleHns kmbepartak, BbiIaBNEHNA
MOLLUEHHNYEeCTBa U 3aLlTbl UHTENNEKTYanbHON
COO6CTBEHHOCTW B CETW.

950+

enterprise—Knl/leHTOB

20 mnpp, +

COXpPaHAKT Hawn TEXHOOIr M
B B0 KeTe K/IMIEHTOB €XerogHo

Knéep6esonacHocTb

* Threat Intelligence

* YnpasneHne NoBepXHOCTbIO
aTaku

* 3awuTa 3N1eKTPOHHON MoYTbl

* AHanums ceteBoro Tpaduika

* [etoHauunsa BMO

* 3awmTa KOHEeYHbIX
ctaHumn (EDR)

« XDR

AyAnT n KOHCanNTUMHr

O6yvatowme nporpammbl

PearnpoBaHune Ha MUHUMAEHTbI
n unppoBas KpUMMHaANNCTUKA

Managed Services

NccnepoBaHme BbICOKOTEXHO-
JNTIOFNYHbIX npeCTynneHmﬁ

MpepoTBpalwaem n nccrnepyem
knéepnpectynneHus ¢ 2003 roga

BEOPbBA C KNBEPTIPECTYINHOCTbLIO

120+

naTeHToB N 3a4BOK

MpoTuBopeiicTBNE
MOLIEHHNYEeCTBY

* [poTnBopencTeme

MOLLEHHMYeCTBY client-side

¢ ApanTtunBHas ayTeHTUpuKaums
* 3awwuTa oT 60TOB
* BbifiBNeHve nnaTexHoro

MOLLEeHHMNYeCTBa

¢ [loBepeH4Yeckunii aHann3

*  AHanus salmLLEeHHOCTI
e TecTupoBaHue

Ha NMPpOHWKHOBEHNEe

¢ Red Teaming
* OueHka coOTBETCTBUSA

N KOHCanTuHr

* [1ns TeXHNYeCcKnx CneLmanmncToB
e [ns wnpokown ayantopumn

© PearmpOBaHme Ha MHUNOEHTbI
© PearmpoaaHme Ha MHUNOEHTbI

no nognumcke

* Managed Detection
* Managed Threat Hunting

¢ ViccneposaHne

KnbepnpecTynneHni

FACCT.RU

20 net

NPaKTVKL 1 YHUKaIbHOW
3KCMepTU3bl Ha pbiHke PD

3awuTa 6peHpa

¢ AHTUOULWINHF

¢ AHTMNUpaTCTBO

¢ AHTMMOLLEHHNYECTBO

¢ AHTUKOHTpadakT

* BbiaBneHne yTeyek gaHHbIX
* 3Bawwurta VIP-nepcoH

* BbisBneHve cnepos
KOoMMpomeTaLmm

» [MpoBepka rotoBHOCTM
K pearvpoBaHuto
Ha VHLMAEHTbI

MacTep-knaccbl pnsi oeTen

¢ Undposas kpummHannctmnka
« eDiscovery

¢ Managed Response

+7 495 984 33 64



